Apex Cyber Consulting Ltd customer privacy notice

This privacy notice tells you what to expect us to do with your personal
information.

e Contact details

e What information we collect, use, and why

Lawful bases and data protection rights

Where we get personal information from

How long we keep information

How to complain

Contact details

Email

info@apexccl.com

What information we collect, use, and why

We collect or use the following information to provide and improve
products and services for clients:

e Names and contact details
Lawful bases and data protection rights

Under UK data protection law, we must have a “lawful basis” for collecting
and using your personal information. There is a list of possible lawful bases
in the UK GDPR. You can find out more about lawful bases on the ICO’s
website.

Which lawful basis we rely on may affect your data protection rights which
are in brief set out below. You can find out more about your data protection
rights and the exemptions which may apply on the ICO’s website:
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e Your right of access - You have the right to ask us for copies of
your personal information. You can request other information such as
details about where we get personal information from and who we
share personal information with. There are some exemptions which
means you may not receive all the information you ask for. You can
read more about this right here.

e Your right to rectification - You have the right to ask us to correct
or delete personal information you think is inaccurate or incomplete.
You can read more about this right here.

e Your right to erasure - You have the right to ask us to delete your
personal information. You can read more about this right here.

e Your right to restriction of processing - You have the right to ask
us to limit how we can use your personal information. You can read
more about this right here.

e Your right to object to processing - You have the right to object
to the processing of your personal data. You can read more about
this right here.

e Your right to data portability - You have the right to ask that we
transfer the personal information you gave us to another
organisation, or to you. You can read more about this right here.

e Your right to withdraw consent - When we use consent as our
lawful basis you have the right to withdraw your consent at any time.
You can read more about this right here.

If you make a request, we must respond to you without undue delay and
in any event within one month.

To make a data protection rights request, please contact us using the
contact details at the top of this privacy notice.

Our lawful bases for the collection and use of your data

Our lawful bases for collecting or using personal information to provide
and improve products and services for clients are:

e Legitimate interests - we're collecting or using your information
because it benefits you, our organisation or someone else, without
causing an undue risk of harm to anyone. All of your data protection
rights may apply, except the right to portability. Our legitimate
interests are:
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https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#roa
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#roa
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtr
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rte
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtrop
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtrop
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rto
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rto
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtwc

Legitimate Interest for Collecting or Using Personal
Information

Our legitimate interest in collecting and using personal information is
to provide and improve our products and services for clients in a
manner that enhances their security, efficiency, and overall
satisfaction.

Benefits of Collecting or Using Personal Information

1. Tailored Solutions: By understanding the specific needs and
challenges of clients, we can offer personalised
recommendations and solutions that are both effective and
relevant.

2. Improved Security: Collecting necessary information enables
us to identify vulnerabilities and implement measures to
safeguard clients” systems, data, and operations from
cybersecurity threats.

3. Enhanced Service Quality: Analysing user interactions helps
us optimise our services, ensuring they meet client
expectations and industry standards.

4. Regulatory Compliance: Collecting personal data helps
ensure compliance with legal and regulatory requirements,
benefiting both clients and their stakeholders.

Balancing Benefits and Risks

We recognise the importance of protecting individuals' rights and
maintaining trust. To balance our legitimate interests with the
potential risks, we take the following steps:

1. Minimising Data Collection: We only collect information that
is necessary for the stated purpose and avoid excessive or
unnecessary data gathering.

2. Transparency: We provide clear and accessible information to
individuals about how their data will be used, ensuring they are
informed and have control over their information.

Page 3 of 5



3. Data Security: Adequate measures are in place to protect
personal information from unauthorised access, loss, or
misuse.

4. Regular Assessments: We assess the impact of our data
collection activities to ensure that any risks are minimised and
that the benefits to clients and individuals outweigh any
potential impact.

Why the Benefits Outweigh the Risks

Our data collection practices are designed to prioritise client success
and security without compromising the privacy of individuals. By
implementing strong safeguards and transparent practices, the
benefits - such as improved security, tailored solutions, and
regulatory compliance - clearly outweigh the minimal risks, ensuring
our approach is fair and reasonable. This approach ensures that our
needs do not unfairly override the rights or interests of the individuals
whose data is collected.

Where we get personal information from
e Contact Us form on the website
How long we keep information

Personal data is retained for no longer than 90 days, ensuring timely
deletion once it is no longer necessary for its intended purpose.

How to complain

If you have any concerns about our use of your personal data, you can
make a complaint to us using the contact details at the top of this privacy
notice.

If you remain unhappy with how we’ve used your data after raising a
complaint with us, you can also complain to the ICO.

The ICO’s address:
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Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Helpline number: 0303 123 1113

Website: https://www.ico.org.uk/make-a-complaint

Last updated

2 January 2025
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